UNIT 3: DEADLOCK

What is Deadlock in Operating System (OS)?

Every process needs some resources to complete its execution. However, the resource

is granted in a sequential order.
1. The process requests for some resource.
2. OS grant the resource if it is available otherwise let the process waits.

3. The process uses it and release on the completion.

A Deadlock is a situation where each of the computer process waits for a resource
which is being assigned to some another process. In this situation, none of the process
gets executed since the resource it needs, is held by some other process which is also

waiting for some other resource to be released.

Let us assume that there are three processes P1, P2 and P3. There are three different
resources R1, R2 and R3. R1 is assigned to P1, R2 is assigned to P2 and R3 is
assigned to P3.

After some time, P1 demands for R2 which is being used by P2. P1 halts its execution
since it can't complete without R2. P2 also demands for R3 which is being used by P3.
P2 also stops its execution because it can't continue without R3. P3 also demands for

R1 which is being used by P1 therefore P3 also stops its execution.



In this scenario, a cycle is being formed among the three processes. None of the
process is progressing and they are all waiting. The computer becomes unresponsive

since all the processes got blocked.
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Necessary conditions for Deadlocks

1. Mutual Exclusion

A resource can only be shared in mutually exclusive manner. It implies, if two process

cannot use the same resource at the same time.

2. Hold and Wait

A process waits for some resources while holding another resource at the same time.



3. No preemption

The process which once scheduled will be executed till the completion. No other

process can be scheduled by the scheduler meanwhile.
4. Circular Wait

All the processes must be waiting for the resources in a cyclic manner so that the last

process is waiting for the resource which is being held by the first process.

Strategies for handling Deadlock

1. Deadlock Ignorance

Deadlock Ignorance is the most widely used approach among all the mechanism. This
is being used by many operating systems mainly for end user uses. In this approach,
the Operating system assumes that deadlock never occurs. It simply ignores deadlock.
This approach is best suitable for a single end user system where User uses the system

only for browsing and all other normal stuff.

There is always a trade-off between Correctness and performance. The operating
systems like Windows and Linux mainly focus upon performance. However, the
performance of the system decreases if it uses deadlock handling mechanism all the
time if deadlock happens 1 out of 100 times then it is completely unnecessary to use

the deadlock handling mechanism all the time.

In these types of systems, the user has to simply restart the computer in the case of

deadlock. Windows and Linux are mainly using this approach.



2. Deadlock prevention

Deadlock happens only when Mutual Exclusion, hold and wait, No preemption and
circular wait holds simultaneously. If it is possible to violate one of the four conditions

at any time then the deadlock can never occur in the system.

The idea behind the approach is very simple that we have to fail one of the four
conditions but there can be a big argument on its physical implementation in the

system.

3. Deadlock avoidance

In deadlock avoidance, the operating system checks whether the system is in safe state
or in unsafe state at every step which the operating system performs. The process
continues until the system is in safe state. Once the system moves to unsafe state, the

OS has to backtrack one step.

In simple words, The OS reviews each allocation so that the allocation doesn't cause

the deadlock in the system.

4. Deadlock detection and recovery

This approach let the processes fall in deadlock and then periodically check whether
deadlock occur in the system or not. If it occurs then it applies some of the recovery

methods to the system to get rid of deadlock.



Deadlock Prevention

If we simulate deadlock with a table which is standing on its four legs then we can
also simulate four legs with the four conditions which when occurs simultaneously,

cause the deadlock.

However, if we break one of the legs of the table then the table will fall definitely. The
same happens with deadlock, if we can be able to violate one of the four necessary

conditions and don't let them occur together then we can prevent the deadlock.

Let's see how we can prevent each of the conditions.

1. Mutual Exclusion

Mutual section from the resource point of view is the fact that a resource can never be
used by more than one process simultaneously which is fair enough but that is the
main reason behind the deadlock. If a resource could have been used by more than one
process at the same time then the process would have never been waiting for any

resource.

However, if we can be able to violate resources behaving in the mutually exclusive

manner then the deadlock can be prevented.

Spooling

For a device like printer, spooling can work. There is a memory associated with the
printer which stores jobs from each of the process into it. Later, Printer collects all the
jobs and print each one of them according to FCFS. By using this mechanism, the
process doesn't have to wait for the printer and it can continue whatever it was doing.

Later, it collects the output when it is produced.
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Although, Spooling can be an effective approach to violate mutual exclusion but it

suffers from two kinds of problems.
1. This cannot be applied to every resource.

2. After some point of time, there may arise a race condition between the

processes to get space in that spool.

We cannot force a resource to be used by more than one process at the same time since
it will not be fair enough and some serious problems may arise in the performance.

Therefore, we cannot violate mutual exclusion for a process practically.

2. Hold and Wait

Hold and wait condition lies when a process holds a resource and waiting for some
other resource to complete its task. Deadlock occurs because there can be more than

one process which are holding one resource and waiting for other in the cyclic order.

However, we have to find out some mechanism by which a process either doesn't hold

any resource or doesn't wait. That means, a process must be assigned all the necessary



resources before the execution starts. A process must not wait for any resource once

the execution has been started.

This can be implemented practically if a process declares all the resources initially.
However, this sounds very practical but can't be done in the computer system because

a process can't determine necessary resources initially.

Process is the set of instructions which are executed by the CPU. Each of the
instruction may demand multiple resources at the multiple times. The need cannot be

fixed by the OS.
The problem with the approach is:
1. Practically not possible.

2. Possibility of getting starved will be increases due to the fact that some process

may hold a resource for a very long time.

3. No Preemption

Deadlock arises due to the fact that a process can't be stopped once it starts. However,
if we take the resource away from the process which is causing deadlock then we can

prevent deadlock.

This is not a good approach at all since if we take a resource away which is being used

by the process then all the work which it has done till now can become inconsistent.

Consider a printer is being used by any process. If we take the printer away from that
process and assign it to some other process then all the data which has been printed
can become inconsistent and ineffective and also the fact that the process can't start

printing again from where it has left which causes performance inefficiency.



4. Circular Wait

To violate circular wait, we can assign a priority number to each of the resource. A
process can't request for a lesser priority resource. This ensures that not a single
process can request a resource which is being utilized by some other process and no

cycle will be formed.
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Among all the methods, violating Circular wait is the only approach that can be

Condition Approach

implemented practically.

Deadlock avoidance

In deadlock avoidance, the request for any resource will be granted if the resulting
state of the system doesn't cause deadlock in the system. The state of the system will

continuously be checked for safe and unsafe states.

In order to avoid deadlocks, the process must tell OS, the maximum number of

resources a process can request to complete its execution.



The simplest and most useful approach states that the process should declare the
maximum number of resources of each type it may ever need. The Deadlock
avoidance algorithm examines the resource allocations so that there can never be a

circular wait condition.
Safe and Unsafe States

A state is safe if the system can allocate resources to the various processes in
some particular order and avoid deadlock in doing so. An unsafe state is a state
that may lead to deadlock. Not all unsafe states are actual deadlock. Our goal in

avoiding deadlock is to avoid the unsafe states.

Resources Assigned

Process  Type 1

A 3 0 2 2
B 0 0 1 1
C 1 1 1 0
D 2 1 4 0

Resources still needed

Process Type 1 Type 2




D 2 1 1 2
1. E=(7684)
2. P=(6283)
3. A=(1401)

Above tables and vector E, P and A describes the resource allocation state of a system.
There are 4 processes and 4 types of the resources in a system. Table 1 shows the

instances of each resource assigned to each process.

Table 2 shows the instances of the resources, each process still needs. Vector E is the

representation of total instances of each resource in the system.

Vector P represents the instances of resources that have been assigned to processes.

Vector A represents the number of resources that are not in use.

A state of the system is called safe if the system can allocate all the resources

requested by all the processes without entering into deadlock.

If the system cannot fulfill the request of all processes then the state of the system is

called unsafe.

The key of Deadlock avoidance approach is when the request is made for resources
then the request must only be approved in the case if the resulting state is also a safe

state.



Deadlock Avoidance Algorithms

When resource categories have only single instances of their resources, Resource- Allocation
Graph Algorithm is used. In this algorithm, a cycle is a necessary and sufficient condition for

deadlock.

When resource categories have multiple instances of their resources, Banker’s Algorithm is

used. In this algorithm, a cycle is a necessary but not a sufficient condition for deadlock.

1. Single Instance Resources (our system generally have only one CPU & one Monitor)
2. Multiple Instance Resources (system have more than one resources of register type or

printer type associated with it)

Resource-Allocation Graph Algorithm

Resource Allocation Graph (RAG) is a popular technique used for deadlock avoidance. It is a
directed graph that represents the processes in the system, the resources available, and the
relationships between them. A process node in the RAG has two types of edges, request
edges, and assignment edges. A request edge represents a request by a process for a resource,

while an assignment edge represents the assignment of a resource to a process.

To determine whether the system is in a safe state or not, the RAG is analyzed to check for
cycles. If there is a cycle in the graph, it means that the system is in an unsafe state, and
granting a resource request can lead to a deadlock. In contrast, if there are no cycles in the
graph, it means that the system is in a safe state, and resource allocation can proceed without

causing a deadlock.
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The RAG technique is straightforward to implement and provides a clear visual representation of the
processes and resources in the system. It is also an effective way to identify the cause of a deadlock if one
occurs. However, one of the main limitations of the RAG technique is that it assumes that all resources in
the system are allocated at the start of the analysis. This assumption can be unrealistic in practice, where

resource allocation can change dynamically during system operation. Therefore, other techniques such as
the Banker's Algorithm are used to overcome this limitation.
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im the above example, it is not possible to say the RAG is in a safe state or in an unsafe state.So to

: the state of this RAG, let's construct the allocation matrix and request matrix.

Allocation Request
Process Resource Resource
R1 R2 R R2
Pi 0 0 1
P2 0 1 1 0
73 0 1 . 9

Banker’s Algorithm

The banker's algorithm is a deadlock avoidance algorithm used in operating systems. It was proposed by
Edsger Dijkstra in 1965. The banker's algorithm works on the principle of ensuring that the system has
enough resources to allocate to each process so that the system never enters a deadlock state. It works by

keeping track of the total number of resources available in the system and the number of resources

allocated to each process.



The algorithm is used to prevent deadlocks that can occur when multiple processes are competing for a
finite set of resources. The resources can be of different types such as memory, CPU cycles, or I/O devices.
It works by first analyzing the current state of the system and determining if granting a resource request
from a process will result in a safe state. A state is considered safe if there is at least one sequence of

resource allocations that can satisfy all processes without causing a deadlock.

The Banker's algorithm assumes that each process declares its maximum resource requirements upfront.
Based on this information, the algorithm allocates resources to each Resource-Allocation Graph process
such that the total number of allocated resources never exceeds the total number of available resources.
The algorithm does not grant access to resources that could potentially lead to a deadlock situation. The
Banker's algorithm uses a matrix called the "allocation matrix" to keep track of the resources allocated to
each process, and a "request matrix" to keep track of the resources requested by each process. It also uses a

"need matrix" to represent the resources that each process still needs to complete its execution.

To determine if a request can be granted, the algorithm checks if there is enough available resources to
satisfy the request, and then checks if granting the request will still result in a safe state. If the request can
be granted safely, the algorithm grants the resources and updates the allocation matrix, request matrix, and
need matrix accordingly. If the request cannot be granted safely, the process must wait until sufficient

resources become available

1. Initialize the system
Define the number of processes and resource types.
Define the total number of available resources for each resource type.

Create a matrix called the "allocation matrix" to represent the current resource allocation for each
process.

Create a matrix called the "need matrix" to represent the remaining resource needs for each
process.

2. Define a request
A process requests a certain number of resources of a particular type.

3. Check if the request can be granted

Check if the requested resources are available.
If the requested resources are not available, the process must wait.

If the requested resources are available, go to the next step.



4. Check if the system is in a safe state
Simulate the allocation of the requested resources to the process.

Check if this allocation results in a safe state, meaning there is a sequence of allocations that can
satisfy all processes without leading to a deadlock.

If the state is safe, grant the request by updating the allocation matrix and the need matrix.

If the state is not safe, do not grant the request and let the process wait.

Release the Resources

When a process has finished its execution, releases its allocated resources by updating the allocation

matrix and the need matrix.

The above steps are repeated for each resource request made by any process in the system. Overall, the
Banker's algorithm is an effective way to avoid deadlocks in resource constrained systems by carefully

managing resource allocations and predicting potential conflicts before they arise.

Conclusion

Deadlock avoidance is an important concept in operating system design that is used to prevent the
occurrence of deadlocks, which can result in system crashes and reduced performance.

By using various techniques such as resource allocation graphs, and banker's algorithm, operating
systems can ensure that resources are allocated in a way that prevents deadlocks from occurring.
While deadlock avoidance can be an effective way to prevent deadlocks, it can also be costly in terms
of system resources and may result in reduced system performance. As a result, it is important for
operating system designers to carefully balance the benefits of deadlock avoidance with the costs and

potential drawbacks.

Overall, deadlock avoidance is an essential aspect of modern operating system design that helps to
ensure the stability and reliability of computer systems. By understanding the principles and
techniques of deadlock avoidance, system administrators and developers can build more robust and

resilient systems that can better withstand the challenges of modern computing environments.



Deadlock Detection and Recovery

In this approach, The OS doesn't apply any mechanism to avoid or prevent the
deadlocks. Therefore the system considers that the deadlock will definitely occur. In
order to get rid of deadlocks, The OS periodically checks the system for any deadlock.

In case, it finds any of the deadlock then the OS will recover the system using some

recovery techniques.

The main task of the OS is detecting the deadlocks. The OS can detect the deadlocks

with the help of Resource allocation graph.
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In single instanced resource types, if a cycle is being formed in the system then there
will definitely be a deadlock. On the other hand, in multiple instanced resource type
graph, detecting a cycle is not just enough. We have to apply the safety algorithm on

the system by converting the resource allocation graph into the allocation matrix and

request matrix.
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In order to recover the system from deadlocks, either OS considers resources or

Processces.

Recovery
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Preempt Rollback Kill one kil All

FOR RESOURCE
Preempt the resource

We can snatch one of the resources from the owner of the resource (process) and give
it to the other process with the expectation that it will complete the execution and will
release this resource sooner. Well, choosing a resource which will be snatched is going

to be a bit difficult.
Rollback to a safe state

System passes through various states to get into the deadlock state. The operating
system can rollback the system to the previous safe state. For this purpose, OS needs

to implement check pointing at every state.

The moment, we get into deadlock, we will rollback all the allocations to get into the

previous safe state.



FOR PROCESS
Kill a process

Killing a process can solve our problem but the bigger concern is to decide which
process to kill. Generally, Operating system kills a process which has done least

amount of work until now.
Kill all process

This is not a suggestible approach but can be implemented if the problem becomes
very serious. Killing all process will lead to inefficiency in the system because all the

processes will execute again from starting.

Advantages of Deadlock Detection and Recovery

. Improved System Stability: Deadlocks can cause system-wide stalls, and detecting and

resolving deadlocks can help to improve the stability of the system.

o Better Resource Utilization: By detecting and resolving deadlocks, the operating system
can ensure that resources are efficiently utilized and that the system remains responsive to user

requests.

. Better System Design: Deadlock detection and recovery algorithms can provide insight
into the behavior of the system and the relationships between processes and resources, helping to

inform and improve the design of the system.

Disadvantages of Deadlock Detection and Recovery

o Performance Overhead: Deadlock detection and recovery algorithms can introduce a

significant overhead in terms of performance, as the system must regularly check for deadlocks

and take appropriate action to resolve them.



Complexity: Deadlock detection and recovery algorithms can be complex to implement,

especially if they use advanced techniques such as the Resource Allocation Graph .

False Positives and Negatives: Deadlock detection algorithms are not perfect and may
produce false positives or negatives, indicating the presence of deadlocks when they do not exist
or failing to detect deadlocks that do exist.

o Risk of Data Loss: In some cases, recovery algorithms may require rolling back the state of

one or more processes, leading to data loss or corruption.

Overall, the choice of deadlock detection and recovery approach depends on the specific
requirements of the system, the trade-offs between performance, complexity, and accuracy, and the

risk tolerance of the system. The operating system must balance these factors to ensure that

deadlocks are effectively detected and resolved.
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